Chuwong 5 - Dia chi IP

Chwong 5 - PIA CHI IP

OTém tit ndi dung cheong 5

« IPv4, IPv6 va cach chiwp doi tir IPv4 sang IPV6.

« Chia mang con trong IPv4.

« Hai loai dia cH private va public, € ché chuyén doi dia cH NAT.
[(OMuc tiéu chwong 5
Sau khi lec xong sinh vién c6 khnang:

e Trinh bay 3dépdiach A, B, C aia IPv4.

* Lam cac dng bai fip chia mang con IPv4.

« Trinh bayduoc ciu tric va cac la IPv6.

« Chuyén d6i duoc IPv4 sang IPv6 v&ia hinh mang king IPV6.

5.1.S6 nhi phan 8 bit

S6 nhi phan 8 bitduoc ar dung md & chodia cH IP, nén phi nim viing cac kén
thirc vé no. ‘

May tinh $r dung hé nhi phan @m 2 bit,1 (5V hayduing),0 (OV hay sai).

5.1.1.Phép toan trén $ nhj phan
Bang 5.1 - Phép toan AND va OR trén céc bit

Phép AND Phép OR
Al B|] AAndB| A| B A Or B
1] 1 1 1] 1 1
1| 0 0 1| o0 1
o| 1 0 ol 1 1
0| o0 0 0| 0 0

Vi du 5.1: phép AND va phép OR hai 8 nhj phan.

10100110 10100110
00110010 00110010
AND  -—--meeeeee- OR  ~—meeeeeee-
00100010 10110110

5.1.2.P6i s6 nhi phan sang # thap phan.

1= , 12
1= X 1.2 +1.
111 = 1.27+1.2 +1.

=128+64 + 32 + 16 +8 +4 + 2 + 1
= 255

10101010 =12 +0.2°+1.2°+ 02" + 1.2 + 022 +12' + 0.2
=128 +0 +32+ 0 +8 + 0 + 2 +0
= 170
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Cac bitdugc ghi tr phai qua tréai, cég: bit Huoc xem nhr duoc bat. Co thé doc
nhu sau: bit 8 (cti cung bén trai) &, bit 7 &t, bit 6 kit... Cac bit nayiuoc nhan i hé
s tir 2° tro di.

5.1.3.Ddi so thap phan sang é nhi phan.
Poi sb thap phan 139 radsnhi phan

139/2=69d1
69/2 =34d1
24/2 =17d0
17/2 =8 d1l
8/2 =4 doO
4/2 =2 dO
2/2 =1 dO
1/2 =0 dl

Lan luot lay két qua chia cho 2 chdén hét, Idy sd du ghi tir tréi sang phi.
= 139 =10001011

5.1.4.Day 9 8 bit can nhé
Khi lam viéc voi IP thi cH 1am viéc véi sb 8 bit. S5 8 bit d6i sang $ thap phan
chay tir 0 dén 255 (00000006- 11111111)
Can hoc thwe day $ saudé 1am viec v6i IP mot cach @ dang:128, 192, 224,
248, 252, 254, 255

10000000 = 128
11000000 = 192
11100000 = 224
11110000 = 240
11111000 = 248
11111100 = 252
11111110 =254
11111111 = 255

01111111 =127
10111111 =191
11011111 = 223
11101111 = 239
11110111 = 247
11111011 =251
11111101 = 253
11111110 =254

ODoi s6 dua vao day & 8 bit

>196 = 192 + 4 >1oooou®
- 11000@00 - 198
1
= 11000100
232 = 233 - 1 >11010111 = 223 - 8
= 11011111 =215
0

= 11011110
Nhan thdy 196 king 192 ¢ng 4, ma 192 la 10000000, 4 la 2i i (trc bat bit 3
lén 1). Trong tr 10000110 bng 10000000 @ng 110, frc la king 192 éng 4 éng 2 =
198.
Nhu vy viéc thupe day $ 8 bit gilp véc tinh nlam nhanh khiioi cac $ nhi phan
8 bit sang & thap phan va ngoc lai.
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5.2.Pia chi IPv4 (Internet Protocol Version 4)

Truéc day khi thét ké dia ch IP, $ lugng thiét bi két ndi mang con it va khéng
giandia cH IPv4 dugc xem nlx 1a vé &in. Nheng hién tai, IANA da tuyén b hét IPv4
vao cwi nam 2011. IPv6 &duoc trién khai va dn thay ti¢ IPv4 trong trong lai. Khi néi
dia cH IP trc ladia cH IPv4, réu ladia ch IPv6 thi ghi r6 1a IPV6.

5.2.1.Cau trdc dia chi IP

Truyén théng trong rng may tinh 1a \ic giri cac khung @ liéu ¢én maydich.
Céc khung i liéu nay clira cacdia ch vat ly MAC. MAC 1a dia cH khéng phan ap, tt
ca ca&c may trén emg c6 © hoi ngang nhau. MAC 1a 6t con $ 6 byte vadé nhé con $
nay thi thit kho khin (vi du: phai nhé s CMND ciia mbt ngudi naodo).

Nhung khi gri dir liéu di, phai biét dia ch caa maydich va n6 phi dé nho. Pia
chi ¢&é ngudi dung 1am véc 1adia ch luan Iy (logic) IP va o khéng én quan tandén dia
chi MAC. Trong Windows dungghh ipconfig /all dé xem IP.

Physical Address. . . . . . . . . = B8-15-B7-D1-8¢-59(— MAC Address
Dhcp Enabled. . . . - . . - . . . : Yes

Autoconfiguration Enabled . . . . = Yes

IP fddress. . . . - - - - « - - . = 192_168.1.34 — |P Acddress
Subnet Mask . . . . . . . . . . . = 255955 9L @

Hinh 5. 1 -Pia chi vat ly MAC va dia chi luan ly IP

IP c6 du tric phandp, cac rang bic ciu trdc nhr thé nao 1a ndt dia ch IP hop
6. IP duoc chia lam 2 hic 3 pHin:
» Network-id . host-id (khéng chiaang con).
* Network-id . subnet-id . host-id (c6 chiaung con).

Internet Protocol {TCP/IP) Properties

2] x|
General |
‘ou can get IP settings assigned automatically if vour network supports

this capability, Otherwise, wou need ko ask vour network administrator
for the appropriate IP settings.

" obtain an 1P address aukomatically

—% Use the following IP address: Network 1D

Alternate DMS server:

IP address: @ ﬂ
Subnet mask: | 255 . 255 . 255 |0
Default gateway: |19z 188, 1 . 1
& Chtain BhE server address automatically

—%" Use the following DNS server addresses:
Preferred DS server: I 210,245, 31 . 20

Advanced. ., |
ik l

Hinh 5. 2 - Giu hinh IP cho NIC trong Windows

Cancel |
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O hinh 5.2, da vao subnet mask xdmnh duoc dia ch IP 192.168.1.14uoc chia
lam 2 phin network-id 1& 192.168.1¢t 1a NIC nay thdc mang 192.168.1), host-id 14
(tac la ch danh may trong amg la 14).

IP 14 mdt con $ ¢6 kich throc 32 bit (4 byte)duoc chia 1am 4 pin cach nhaudi
diu chim. Mdi phin c6 8 bit (1 byte}tugc goi la Octet. IP tirdng duoc trinh bay Bng
ky phap thp phan c6 8u chim (Dotted-decimal notation). Coéhrinh bay ling ding
nhi phan 10101100.00010000.00011110.001110C@ lkang thip luc phan AC 10 1E
38.

IP dugc ky hiéu law.x.y.z(doc la octet w, octet x, octet y, octet z).

Bang 5.2 - Piém khéc giira dia chi IP va dia chi cé du tric khac nhw thué
bao dién thoai.

Telephone IP

084 0983 797979 210.245.31.20

Phan ép r6 rang Khoéng phan ép r6 rang
Khong tté tu thaydoi C6 the ty thayddi cho phu kyp
Chi can nhy Phai hoc cach éu hinh

5.2.2.M ot s6 khai niém lién quandén IP

5.2.2.1.Network-id
La gia ti xacdinh duong mang, mt b bit dau trong 32 bitdugc diingdé xacdinh
dudng mang cho nét dia ch IP. O hinh 5.3, vi mi port cia router 1a rit mang nén c6 3
mang: 1, 2, 3. Network-idi@ 3 mang nay phi khac nhau, router khong cho phép khai
bao cac IP cho cac poria minh cung rang nhau.

5.2.2.2 Host-id
La gia ti xacdinh cac host trong & mang, mbt so bit cwi cia 32 bit xaadinh
host-id.O hinh 5.3, nang 1 cd 2 host thi giait@ host-id nay pii khac nhau. Ku khai
b&o 2 host c6 host-id @gng nhau thi xy ra xungdot IP (conflict IP) va mt trong 2 host
d6 khéng hat dong dugc.

Network Host

2.1 1

- e B =

3.1

Hinh 5. 3 - Network-id va host-id

Network_id Host id

32 bit
Hinh 5. 4 - Network-id va host-id
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5.2.2.3.Pia chi host

La dia cH IP dugc ciu hinh cho it interface @a mdt host. Theo hai khai éin
trén thi:
 Hai host cung network-id thi cunganyg, lGc nay host-id gikhac nhau.
 Hai host khac network-id thi khacang, IGc nay host-id tuy y.
Vidub5.2:

IP1:192.168.1.14 (network-id: 3 octet, hostdichctet)
IP2:192.168.1.114 (network-id: 3 octet, host-idictet) cung rng wi IP1
IP2: 192.168.2.14 (network-id: 3 octet, hostdicdhctet) khac mng wi IP1

5.2.2.4 Mang (network)
La nhigu host Kt noi tryc tiép voi nhau, gira hai host &t ky khong c6 thit bj lop
3 (Network). N6i cach khac, qua éhbi l6p 3 1a qua rang khac.

5.2.2.5Pia chi mang (network number)

Thuong viét tat A NN. Ladia ch IP dingdé dat cho mdt mang, dia ch nay khéng
dung dé dit cho interfacePja chi NN xAac dinh bing cach gi# nguyén gia ti cia
network-id, it tat ca cac bit ptin host-id \é 0

Vidub5.3:

IP1:192.168.1.14 (network-id: 3 octet, hostdichctet)

Giit nguyén 3 octettau (192.168.1),4t ca cac bit da octet z sau cungttvé 0
(00000000 = 0).

= NN cua IP1 la: 192.168.1.0

5.2.2.6.Mang con (subnet)

Subnet la chia Bt mang thanh cac emg con nid hon dé tiét kiem IP (throng ISP
lam viéc naydé chia ntd cac mng dén mot IP trén ndt mang dé ban cho khach hang).
Chia mang con cé nting uu diém sau:

« Tranh nhém virus.
» Giam broadcastanhg king théng mang.
e Tiét kiem tién mua IP.

Vi du 5.4:

IP1:192.168.1.14 (network-id: 3 octet, hostdichctet)

Octet z c6 th chay tir 0 dén 255. Nlrng 192.168.1.0 Idia cH mang nén khong
thé danh cho host, 192.168.1.255di# cH broadcasting khéng & dung. Pia cH danh
cho hosti 1 — 254 hay mng nay cé th c6 254 host. Bu mang ch cé 20 host thitiéu
nay la phi phm IP va nén chia rhmang 192.168.1.0 ra thanh &himang nk hon dé sir
dung hiéu qua khdng giandia ch IP. Ptin nay § néi chi tét hon trong pln chia mang
con.

5.2.2.7 Pia chi broadcast
Thuong viét tit 1a B. Ladia cH IP dai dién cho #t ca cac host trong amg, khi not
g6i tin mangdia cH IP dich ladia ch nay, né & dugc giri cho #it ca cac host trong amg.
Dia cH nay khong dungté danhdia cH cho hostbja chi B xac dinh bang cach gir
nguyén gia t¥ phan network-id, kit tdt cé cac bit plin host-id [én 1
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Vidu 5.5:
IP1:192.168.1.14 (network-id: 3 octet, hostdidctet)

Giit nguy@n 3 octetau (192.168.1),4t ca cac bit octet z 41 1én 1 (11111111 =
255)

= BcialP11a192.168.1.255

" Microsoft Network Monitor - [Local Area Cofll 7 - WINDOWS svetam22) e s

O Ele Capture Tools Options Window Help

=T = . send * "Broadeast
E]El I:EEEQI 1' L]Ll ssage was successfull
% Network Utilization:
L
0 ]
Frames Per Second:
{ |
0 ]
Bytes P Second x
0 0 Massags from DELL t5 WORKGROUF on 7/5/2009 10:35:50 AM
Bioadcasts Per Second:
I Broadcast Message
0 1]
Multicasts Per Second:
|
ess 1]1-22] 12| Networ

Hinh 5. 5 - Dung Network Monitor bit goi tin broadcast

O hinh 5.5, dung congudbit géi tin trong Win2K3 IaNetwork Monitor, saudé
dung Enh net sentd¢ broadcast gai tin l1én toanamg. Chinh may @ ciing ntin dugc
goi tin nay va Network Monitordt dugc goi tin nay.

5.2.2.8.Mat na mang (network mask)
Network mask

\

Network _id Host id

32 bit
Hinh 5. 6 - Mit na mang

Con @i la subnet mask ¥t tit la SM, dingdé phan bét network-id + subnet-id
véi host-id. Network maskdugc xacdinh bang cach lt tat ca cac bit plin network-id
lén 1,tt tat cd cac bit phin host-id & 0.

Vi du 5.6:
IP1:192.168.1.14 (network-id: 3 octet, hostdichctet)

Tat ca cac bit @a octet w, x, y Bt lén 1 (11111111.11111111.11111111 =

255.255.255),4t ca cac bit @a octet z & vé 0 (00000000 = 0). % SM aia IP1 1a
255.255.255.0
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Khi viét dia cH IP phii c6 SM, réu khdng cé SM thi khéng xatinh IPd6 thwe
mang nao. Vi d: IP 192.168.1.794u SM la 255.255.0.0 thi n6 the mang 192.168.0.0,
néu SM la 255.255.255.0 thi nd #wmang 192.168.1.0.

[JCAch vét IP nhr sau:IP/SM, vi du: 192.168.1.79/255.255.255.0

OPé don gian hon, khi IP trén cé & bit phan network-id 1& 24 bit. Thi ¢t gon lai 1a
IP/sé bit phan network-id + subnet-igvi du: 192.168.1.79/24

[0Cbéng thrc xacdinh mang aiadia cH IP:

IP and SM = NN
Vidu5.7:
IP —=|17229.14.10 |=|10101100.00011101.00001110.00001010
SM—=|25525500 |=[11111111.11111111.00000000.00000000
AND AND
NN —=|172.29.0.0 =110101100.00011101.00000000.00000000

5.2.3.Cac lop cia dia chi IP
Khong giandia cH IP ¢gom 2*2 dia cH, duoc chia lam nkiu lop dé & quan ly.
Nam lép dugc chiala A, B, C, D, E. Trongd:
—Ldp A, B, C dungté danhdia cH céc host trong amg.
— L6p D dung cho nhoéndia ch multicast.
— L6p E dung cho nic dich nghién @u.
Tai liéu chi nghién &u 3 bp A, B, C dungdé danhdia cH IP cho cac host trén
mang.
Class A « 24 bits >
| Network-id | Host-id | Host-id | Host-id |

Class B +——— 16 bits ——
| Network-id | Network-id | Host-id | Host-id |

Class C +— 8 bits —
| Network-id | Network-id | Network-id | Host-id
Hinh 5.7 -BabpdiachiIP A, B, C

5.2.3.1PiachiIP lop A
[0Danh 1 byte cho network-id va 3 byte cho host-id
1 8 16 24 32
0] Octetw | Octetx | Octety | Octetz
< Network-id Host-id

e
>

Hinh 5. 8 -Pia chi IP lép A

v
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ONhan dién 16p A: bit dau tién [udn 1a 0.

[ODang aia octet w laOwwwwwww(w = 0 hdic 1).
Nhu vay octet w cly tir 00000000 = @én 01111111 = 127
Hay dia cH IP nao c6 octetau tién tr 1 dén 127 14 thac Iop A

s»Aping yahoo.com
inging yahoo.com [Y2.30.2.431 with 32 bhytes of data:

eply {-‘Puhytes=32 time=4?8m=z TTL=52
awnnlin Fuwnm n 3 At= hutac="T7 +imoa=A1Cmce TTIT.=LC%

Hinh 5. 9 - IP aia Yahoo

Ping yahoo.com cdia ch 72.30.2.43, octet w = 723y dia cH Yahoo.com théic
6p A.

C:seping 127.792.79.79

Pinging 127.792.72.72 with 32 bytes of data:
Reply from 127.8.8.13 bytes=32 time<ims TTL=128
Reply from-127.8.08. bytes=32 time<ims TTL=128

Hinh 5. 10 - Mang Loopback.

Ping kit cir IP nao thdc mang 127.0.0.Qtéu tra vé 127.0.0.1(dia cH Localhos).
Mang nay @i la mang Loopback khong & dung danhdia cH cho host. Mng 0.0.0.0
cling khong & dung.

= 16p A c6: 126 mng (ir 1 dén 126)

Host-id c6é 24 bit, c6 % trang thai. B di mot dia cH mang (host-id toan bit 0),
mot dia chH broadcast (host-id toan bit 1).

— MAdi mang thubc 16p A coé: 2*-2 = 16.777.214 (host)

5.2.3.2Piach IP lép B
[0Danh 2 byte cho network-id va 2 byte cho host-id

2 8 16 24 32
[1]o] Octetw | ©Octetx | Octety | oOctetz
Network-id . Host-id

Hinh 5. 11 -Piachi IP l6p B

v

ONhan dién 16p B: 2 bitdau caa octet w 14 10.
[1Dang aia octet w la10wwwwwvy chay tir 20000000 = 12&én 10111111 = 191.

Ci\>pingdynexpress -nets

Pinging vnexpress.net [18@.148.142.922]1 with 32 bytes o

Reply from{l188.148.142.99 bhuytes=32 time=36msz TTL=11%

Hinh 5. 12 - IP dia Vnexpress
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bia cH IP aia baaodién tir vnexpress.net tide l6p B

Phan network-id c6 16 bit, danh 2 kié nhan dang I6p con hi 14 bit
= L6p B c6 2% = 16.384 (mang).

— Sb host trong ri mang la 2° — 2 = 65.534 (host)

Luu y: khi danh dia cH cho cac host, khong nén dungang
169.254.0.0. Vi nng nay la mng Apipa @uoc tr dong cGp phat khi
khong ai @p phét IP cho host).

21

totweork Connechon [letads

| Proparty [ Viakn i
Frpacal fddass
IF Addenas
Swbwiel Matk
Disimull Gt pivsey
DMHE Serven
WIMS Sesve

(13- 30 F- R
TES 254 F1E. 104
22525500

_iIJ Local Area Connection

This connection has limited or ro connectivity, Yau

For more information, click this message,

ro.. | Olcon. [[@xer.. W unw.. | [FOI0W
Hinh 5. 13 - IP Apipa tr ddng cip phat va cinh bao

5.2.3.3Piachi IP Iép C
3 8 16 24 32
[1]1]o] Octetw]| Octetx | Octetx | Octetz
Metwork-id Host-id

b
ey

Hinh 5. 14 -Piachi IP lép C

L

-
x

[JDanh 3 byte cho network-id va 1 byte cho host-id.
ONhan cang lop C: 3 bit dau ciia octet w 14 110 chay tir 11000000 = 1921én
11011111 = 223.

C=~>ping Sgiay.un
Pinging Sgiayv.un [218.245.123.158]1 with 32 hytes of data:

Reply from 218.245.123.158: bytes=32 time=14ms TTL=58
Reply from 2180.245_.123.158: hyte=s=32 time=13m=s TTL=58

Hinh 5. 15 - IP dia trang 5giay
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= bia cH IP aia 5giay.vn thac lép C.
Phan network-id c6 24 bit, ddi 3 bit nhan dang lop con hi 21 bit
— Lép C c6 2= 2.097.152 (nng).
— Sb host trong ri mang 1a 2 — 2 = 254 (host).

[OCé&c IP condi thudc I6p D va E (khéng ki sat)

Class A |onetwork-id

host-id

Class B

—
[}

network-id

host-id

Class C

—_
—_
=

hetwork-id

host-id

Class D

—
—
—
=

Multicast address

Class E |1]1|1l4ln

Reserved address

Hinh 5. 16 - Cac ép trong dia chi IPv4

Bang 5.3 - Téng két cac I6p dia chi IPv4.

Lop A Lép B Lép C
Gia tri cla byte dau tign 0-127 128 - 191 192 — 223
Sé hyte phan Network_id 1 2 3
Sd hyte phan Host_id 3 2 1
Metwark mask 255000 25525500 255255 2550
Broadcast WK D55 755 255 | KM 255755 | MKW 255
Metwork Address ¥¥.0.0.0 MK K00 WO K KD
Sé dudng mang 126 16,384 2097152
Sé host trén mdi dudng 16.777.214 B5.534 254
Mmang
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5.2.4.Pia chi private va dia chi public

.'(.-.\-

-1H192.158.1.2x24
HDI‘I‘IE-UDIF‘-F‘\
Horne WVoIPO

-~

l" """ 50
e P 107 168.1.254/24 @it oin
el
PC-PT
FiZ0
172.16.0.2/16
,_',%r/lr;;“w 192.168.1.1/24 NAT
i
Laptop-PT ”””H;L_,f i W sgise101.139
Laptopn \l '-f.'“'i-.——- ______ — | -
sy 172.16.0.1/16
st Linksys-wRT300N uter-PT
L i Fouterd
Lk Wireless Routerd 10.0.0.1/5 Cloud-pT
172,32,255.254/16 Internet
FDA-PT FPT
Pdan
10.0.0.2/8
A4
PC-PT H*-*-*. " ’
1
- / 2950-24
— Switchz
10,255,255, 254/8
Server-PT Local G'Obﬁ'

Serverd

Hinh 5. 17 -bia chi IP private va IP public

Hé théng bén trong cong tguoc goi 1a local (hay inbound), bén ngoaoiga
global (hay outbound). Trong cdng tyéeihach dinh ciu hinh IP [a tay y, ning Kkhi
mubn ra Internet phi c6 mdt IP hop 1é duoc ISP dép (c6 tié xem Hing trang
canyouseeme.org.

CanYouSeeMe.org -

Thiz page will serve as a free utility for remotels
see if a server 15 running o a firewall or ISP 151

Four IP: 58.186.101.139
—

“What Port’
Hinh 5. 18 - Xem IP public @ia minh dang ar dung

Vi du: Truong @ KT Ly Tu Trong, viéc t chic bén trong la do ng quyet
dinh. Khi lién ¢ bén ngoai thi mi nguoi chi biet dén dia chH 390 Hoang ¥n Thu ma
thoi.
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IANA cung cip mit sb mang dé sir dung ciu hinh IP cho cac may trong local. Cac
IP nay @i la IP private, IP nay khéng &ra WAN va @i 1a IP khéng kp I&. Khi router
nhan duoc Mot goi tin mangdia ch nguon 1a IP private thi:

« N6 chuyn IP private nay thanh IP publicdnco ché NAT bat) va chugn goi tin
di.
« Néu khong th chuyén déi thanhdia cH IP public, né ky géi tin.
OPia cH IP private (mén phi)
- Lép A: 10.0.0.0/8 (1 ang)
— L6p B: 172.16.0.0/1@én 172.32.0.0/16 (32 mg)
— L6p C: 1892.168.0.0/24 (256amg)

Tat ca IP con ki thuoc 16p A, B, C @i la IP Public (IP bp 18), duoc phép ra
WAN, khi sr dung phii mua (dingdé ndi chi nhanh cac céng ty...) hio do ISP ép
dong.

Tat ca cac goi tin mangtia cH IP private 8 bi hay khi ra Internetbé gitp cac
may tinh trong local ra global, dung khuat chuyén doi dia cH NAT (Network Address
Translation).

« NAT Outbound: chu§n IP private thanh IP public ra Internet
« NAT Inbound: chugn IP public thanh IP privatéé cac may bén ngoai global
truy cip cac may bén trong local.

5.2.5.K§ thuat chia mang con (subneting)

5.2.5.1.Mat na mang (network mask)

Network mask la it na cia dia ch IP, con @i la subnet mask (SM). SManh
diu phan céch cac bit xédénh duong mang va cac bit host trong 32 biia IP.

Mac nhién khi clra chia subnet, SMua l6p A la 255.0.0.0 hay 8 bitop B
255.255.0.0 hay 16 bitop C 255.255.255.0 hay 24 bit.oGla subnet mask default
(SMD)

Néu mot IP c6 SM = SMD thi cia chia nang con, ngoc lai SM # SMD thi da
chia mang con.

Vidu 5.8:
Mot hostdugc ghi nkin dia ch IP: 203.113.188.1/255.255.255.192
Octet w = 203 (19Z 203< 223).
= IP thwc lép C, SMD=255.255.255.0
SM aia IP la 255.255.255.192SMD.
= IP nayda chia nang con.
Ldc nay $ 192 @i 1a 5 kho chHu: 192 = 11000000yt lGc naydd mron 2 bit dia
host-id lam subnet-id.
mask

1111111 11111111 11111111 11{000000
netwiork-id

subnet-id

host-id
Hinh 5. 19 - Subnet-id
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5.2.5.2.Chia mang con

l 192.168.1.2/24 192.168.2,2{24 | I
—
PC-PT / PC-PT
FCO ‘ PC4
950-24
2950-2 Switchl
Switcho p—

192 168.1. 3}’24 192.158.1.1]’24 19216821]’24 192.168.2.3]’24 k
)
PC-PT ‘l-p_:ﬂ,i_‘f S
PCL PHOMG KE TOAN { l PHEME KINH DOARH FCS

2621
Route

192,168.3,1/24
: !192.153.3.2;24
A
PC-PT

PCZ2 =

2950-24
Switch3
_l’ 192,168, 3.3/24

—
73
PC-PT . ) o
P PHOMGE GIAM B0

Hinh 5. 20 - Hé théng IP c6 3dwdng mang

Vidu5.9:

Cong ty A c6 3 phong, &1 phong 2 may tinh. Cac phong ndyoc tach nang
bing Router0. ¥y can 3 mang khac nhau cho 3 phong 192.168.1.0/24, 192.1H34.
192.168.3.0/24.

Khi sb lugng phong banéin hon phii ding nhéu mang hon, & day mdi mang co
254 may. & dung IP nhr thé nay &t phi plam, nHit 1 IP ra Internet (8n nay IANA da
tuyén I hét IPv4 va chugn sang & dung IPv6).

Giai phapo day la ch dung ndt mang 192.168.1.0/24 va chia ra thanhéohinang
con dé s dung. V& ky thuat, chia subnet 1a oon mdt sb bit phan host-id dung lam
subnet-id. Octet w thic khaing 192dén 223 \iy IP nay théc I6p C, $ bit network-id
la 24 \ay IP chra chia nang con.

O day dn 3 mang con, nleng khi chia mng con thi mng dau va mang cubi
khéng s dung duoc (vi cac thét bi khdng clhy duoc 2 mang nay). Nén chinh xacae 5
mang (trc 1a 5 tang thai).Dé cé duoc 5 trang thai phi c6 3 bit (2 = 8 tang thai 000,
001, 010, 011, 100, 101, 110, 1118urmuon 2 bit ch c6 Z = 4 tmng thai (con thiu),
muon 4 bit ¢6 2 = 16 tang thai (qué d).

Luu ¥: Cac thét bi mang hién nay c6 th chay duoc mang dau va mang
cwi, nhung cac that bi cii khong ti¢ chay. Vay khi thi ar thi tuan tii
bo mang dau va cubi.
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= S bit muon = 3
= SH bithost-id=8-3=5
= S5 bit network-id + subnet-id = 24 + 3 = 27

Océ 6 mang:

Net0:192.168.1.000]00000 = 192.168.1.0/27 (khangwg)
Net 1: 192.168.1.001]00000 = 192.168.1.32/27
NN = 192.168.1.32
Host = 192.168.1.33> 192.168.1.62
B =192.168.1.63
Net 2: 192.168.1.010]00000 = 192.168.1.64/27
NN = 192.168.1.64
Host = 192.168.1.65»> 192.168.1.94
B =192.168.1.95
Net 3: 192.168.1.011]00000 = 192.168.1.96/27
NN = 192.168.1.96
Host = 192.168.1.97> 192.168.1.126
B =192.168.1.127
Net 4: 192.168.1.100]00000 = 192.168.1.128/27
NN = 192.168.1.128
Host = 192.168.1.129> 192.168.1.158
B =192.168.1.159
Net 5: 192.168.1.101|00000 = 192.168.1.160/27
NN = 192.168.1.160
Host = 192.168.1.161> 192.168.1.190
B =192.168.1.191
Net 6: 192.168.1.110]00000 = 192.168.1.192/27
NN = 192.168.1.192
Host = 192.168.1.193> 192.168.1.222
B =192.168.1.223
Net 7:192.168.1.111|00000= 192.168.1.224/27 (khdndusig)

O octet z cac mng cach nhau 3@on vi duoc i 1a buée nhay, ki hiéu BN.

BN — 256 bit host-id

i véi vi du trén
=BN=2=32
[OXét Net 1: 192.168.1.32/27
Mang nay cé IP chy tr 192.168.1.32/27dén 192.168.1.63/27 (Vi sang
192.168.1.64/27 the mang con thi 2)
NN cia mang nay la: 192.168.1.32
B cia mang nay latia ch cubi cling @ia mang: 192.168.1.63
IP aia 30 host:it 192.168.1.3%én 192.168.1.62
Tuong tr cho cac mng con condi.
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Dung Net 1, Net 2 , Net& danhdia ch cho cong ty A.

I I 192,168.1.34/27
—

192,168.1.66/27| ’

g o ,..n{___.:'

o] / PC-PT
PCO & PC4

R

— 4
S 950-24"
Sl Switchl
— : Switcho
=—J 1

]
» 92.168.1,35/27 192.168.1,33/27 192.168.1,65/27 192.1658.1,67127 | ’
PC-PT =iroes PC-PT
PR PHANG KE TOAN ! q‘ PHOMGE KIMH DOANH PCS

z621
Route

192,168,1.97/27

( l 192.168.1,95/27
S :
PCz FIE,’

2950-24
Swibch3
j, 192.168.1.99/27

—r LY
FC-PT . e
e PHOMG GIAM BOC

Hinh 5. 21 - Chia 192.168.1.0/24 thanh cac subnet

Vi giai phap trén rdi subnet c6 30 host,am con phi pam IP. Ghi phap ch
dung 1 mng con Net é danhdia cH cho céng ty A. Nir vay t|ep tuc chia nld Net 1.
Khi chia nto tir 1an the 2 td di, khdng plai bé mang dau va mang cuwi nira.

Cin 3 trng thai hay & bit muon = 2 (F=4)

= S bit host-id =5-2=3

= BN=2 =8

— S5 host trong rdi mang con = 3— 2 = 6 (tir NN va B)

= S5 bit phain mang (network-id) = 27 + 2 = 29

0 C6 4 mang:

Net 1.0— NN: 192.168.1.32/29 Net 1.2— NN: 192.168.1.48/29
B: 192.168.1.39/29 B: 192.168.1.55/29

Net 1.1— NN: 192.168.1.40/29 Net 1.3— NN: 192.168.1.56/29
B: 192.168.1.47/29 B: 192.168.1.63/29

Dung Net 1.0, Net 1.1, Net 1danhdia ch cho cbng ty A.
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__l 192, 168,1.34/29 192.168.1.42/29] .
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=== . Aoy
e / PE-PI:
FCO PC4

. o50-24"
St Switchl
p— Switch i
-y

| _l
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' 2950-24
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J 192,163.1,51/29

Fd
PC-PT e Ty
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Hinh 5. 22 - Dung net 1.0, net 1.1, net 1d&nh dia chi cho cong ty A

Dén ltc nayda ©i uu hda véc tiét kiem IP, dr rat nhiéu IP ¢ cac mang: Net 1.3,
Net 2, Net 3, Net 4, Net 5, Net @amang 192.168.1.0/24. Thay vi fifstr dung den 3
mang 192.168.1.0/24, 192.168.2.0/24, 192.168.3.0dlinc dau.

Vi du 5.10:
Can chia IP 172.16.55.71/16 thanh: 12ng con mi mang 4094 (host), 2 amg
mdi mang 1024 (host), 4 amg 1022 (host). IP: 172.16.229.79/22dbumang nao?
ONhan xét:
Octet w = 172 (128 172<191)
= |IP trén thgc l6p B
S6 bit network-id = 16
SM = SMD
= Chua chia mang con
Dé tinhdugc £ bit mron dra vao $ host én thiét cho ndi mang. $ host 1a 4094
= 2'2-2 nén 8 bit host cho rdi mang 1a 12, nén c6 thcho mron dugc 16 — 12 = 4 bit,&
mang c6 tkk chia 2 =16,dé bai éin 12 + 2 = 14 nang (K mang diu mang cwi). Vay
thoa dé bai.
= S5 bit muon = 4 (2 = 16)

Luu v: chi chd ydén octet c6 mask (ranhd@isubnet-id va host-id).

Muon 4 bit dia octet y, nén dfchd ydén octet y ma théi.
= S5 bit host-id ¢a octety =8 -4 =4
= BNy=2"'=16
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NetO— NN:172.16.0.0/20 Net 8— NN:172.16.128.0/20

B: 172.16.15.255/20 B: 172.16.143.255/20
Net 1— NN:172.16.16.0/20 Net 9— NN:172.16.144.0/20

B: 172.16.31.255/20 B: 172.16.159.255/20
Net 2— NN:172.16.32.0/20 Net 10—NN: 172.16.160.0/20

B: 172.16.47.255/20 B:172.16.175.255/20
Net 3— NN:172.16.48.0/20 Net 11—NN: 172.16.176.0/20

B: 172.16.63.255/20 B:172.16.191.255/20
Net4— NN:172.16.64.0/20 Net 12—NN: 172.16.192.0/20

B: 172.16.79.255/20 B: 172.16.207.255/20
Net 5— NN:172.16.80.0/20 Net 13—NN: 172.16.208.0/20

B: 172.16.95.255/20 B: 172.16.223.255/20
Net 6— NN:172.16.96.0/20 Net 14—NN: 172.16.224.0/20

B:172.16.111.255/20 B: 172.16.239.255/20
Net 7— NN:172.16.112.0/20 Net15—NN: 172.16.240.0/20

B: 172.16.127.255/20 B: 172.16.255.255/20

Dung 12 mang tr Net 1dén Net 12 cho yéuan dé bai.

OTiép theo @n 2 mang mbi mang 1024 host ‘ ’

1024 = 2° réu host-id c6 10 bit thi thu 2 (vi én 2'° +2), nén & bit host-id phi
la 11.

S5 bit c6 the muon 32 — 20 — 11 = 1 bitdsmang co tfé chia = 2 = 2 @apung dé
bai.

» Chon Net 13dé chia

SO bit mxon =1

S0 bit host-id ¢ia octety =4-1 =3

— BNy=2=38

Net 13.1— NN: 172.16.216.0/21
B: 172.16.223.255/21

Net 13.0—~ NN: 172.16.208.0/21
B:172.16.215.255/21

OTwong tr, ¢cin 4 mang mdi mang 1022 host, ajn net 14dé chia.
1022 =2°-2
= S0 bit host-id = 10
S5 bit c6 té cho mron = 12 — 10 = 2, chidugc 2= 4 mang
= S5 bit muon =2
SH bit host-id Ga octety =4 —2 =2
— BNy=2=4
Net 14.0—~ NN: 172.16.224.0/22
B: 172.16.227.255/22
Net 14.1— NN: 172.16.228.0/22
B:172.16.231.255/22

Net 14.2— NN: 172.16.232.0/22
B:172.16.235.255/22

Net 14.3— NN: 172.16.236.0/22
B:172.16.239.255.22

= [P:172.16.229.79/22 tiba mang: Net 14.1
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5.2.6.M§t sb bai giai miu vé chia mang con

5.2.6.1.Dang 1

Vidub5.11:
Mot host trén mang dugc ghi ntin IP: 210.245.31.125/24.
a/ Chia mang trén thanh 6 amg con?
b/ Cho bt s6 host trong rdi mang con?
c/ IP trén thdc mang nao, broadcast va subnet mask ©6?

Giai:

a/ Nhan dang lop: 192<210< 223

= |IP trén thgc lop C

Subnet mask default (SMD) c6 24 bit 1

SM = SMD

= |P trén clra chia mang con

Chia lam 6 nang con nén maon 3 bitvi 2-2 =6

Luu y: Chia bn du tién, $ mang chia (NNs) = 2™ ™ -2 (vi khong
sir dung mang dau va cwi), chia nkd hon nira NNs = & Ptmeen

= S6 bit muon = 3 (bit)
= S5 bit host-id = 8 — 3 = 5 (bit)

Luu y: phan host-id clra chia nang I6p C c6 8 bit nron 3 bit nén con 5 bit.

= Buéc nhiy Octet z: BNz = 2= 32

CO0Chia lam 6 net ninsau:

Net0 NN: 210.245.31.0/27 Net 4 NN: 210.245.31.128/27
B: 210.245.31.31/27 B: 210.245.31.159/27
Net 1 NN: 210.245.31.32/27 Net 5 NN: 210.245.31.160/27
B: 210.245.31.63/27 B: 210.245.31.191/27
Net 2 NN: 210.245.31.64/27 Net 6 NN: 210.245.31.192/27
B: 210.245.31.95/27 B: 210.245.31.223/27
Net 3 NN: 210.245.31.96/27 Net+ NN: 210.245.31.224/27
B: 210.245.31.127/27 B: 210.245.31.255/27

Net 0 va Net 7 khdngisdung, \ay da chia lam 6 neittnet 1dén net 6

Luu v: budc nhiy 1a 32, mng dau tién khi chra chia it dau tr 0, &ng
thém 31.

b/ S5 host trong rt mang:
S6 Host = 2 — 2 = 30 (host)
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Luu v S5 Host = 2°Pthostid o 4y di dia ch dau NN vadia cH cubi B).

c/ 210.245.31.125

Luu v: chi quan tAmién octet c6 mask, 1a octet z.

210.245.31.011]11101

Luu . 127 = 01111111, ma 125 kém 127 1a cTa &t bit 2 \é 0 hay
125 = 01111101

= NN = 210.245.31.011|00000 = 210.245.31.96

Luu v: NN = tit tt ca cac bit thédc phan host-id ¥ 0.

= B =210.245.31.011|11111 = 210.245.31.127

Luu v: B = bat tat ca cac bit théc phan host-id 1én 1.

= SM = 255.255.255.111|00000 = 255.255.255.224

=

Luu y: SM = bit tat ca cac hit thac ph:an network-id va subnet-id Ién
Tat tat ca cac bit thédc phan host-id ¥ 0.

Vidu5.12:
Mot host trong rang dugc ghi ntin dia ch IP nhr sau: 169.254.87.1 /16
a/ Chia mang trén thanh 2 amg con?
b/ Cho bt s6 host trong rit mang?
c/ IP trén thdc mang nao, broadcast va subnet mask ©6?

Giai:

a/ Nhan dang lop: 128<169< 191

IP trén théc l6p B

Subnet mask default (SMD) c6 16 bit 1

SM = SMD nén IP trén cfa chia mng con
Chia 1am 2 mng con nén mon 2 bitvi -2 = 2
= S5 bit muon = 2 (bit)

= S5 bit phan host-id = 16 — 2 = 14 (bit)

Luu y: phai xacdinh Mask @m ¢ octet nao va dHam vic trén octetié
ma thoi.

SH bit phan host-id thdc octety=8—-2=6
Budc nhiy caa octet y: BNy = 2= 64
[OChia lam 2 net ninsau:
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Net0 NN: 169.254.0.0/18 Net 2 NN: 169.254.128.0/18
B: 169.254.63.255/18 B: 169.254.191.255/18

Net 1 NN: 169.254.64.0/18 Net3 NN: 169.254.192.0/18
B: 169.254.127.255/18 B: 169.254.255.255/18

Net 0 va Net 3 khongasdung, \Vay c6 2 net la Net 1va Net 2

b/ Sb host trong mt mang:
S Host = 2% — 2 = 16382 (host)

Luu v: cach tinh2'® = 1024 2" = 2048, 2° = 4096, 2° = 8192, 2* =
16384,

c/ 169.254.87.1

169.254.01|010111.1
NN: 169.254.01|000000.00000000 = 210.245.64.0
B: 169.254.01111111.11111111 = 210.245.127.255
SM: 255.255.11|000000.00000000 = 255.255.192.0

5.2.6.2.Dang 2

Vidu5.13:
Mot host trén rang dugc ghi nkin dia ch IP: 203.113.188.67 / 255.255.255.224

a/bia ch IP trén co6 chia ang con hay khong?
b/ Chia bao nhiéu amg con (NNs)?

¢/ M6i mang con cé bao nhiéu host?

d/ NN, B, va céac IP cung ang wi IP trén?

Giai:

a/ Nhan dang lop: 192<203< 223

thuoc lop C

SMD = 255.255.255.0

SM khac SMD nén c6 chiaang con

b/ S6 khé chu 224 = 111|00000

S5 bit muon octet z = 3

NNs = 2 — 2 = 6 (net)

¢/ s bit phan host-id = 8 — 3 = 5 (bit)
S5 Host = 2 -2 = 30 (host)

d/ 203.113.188.67
203.113.188.010|00011
NN: 203.113.188.010|00000 = 203.113.188.64
B: 203.113.188.010|11111 = 203.113.188.95
Céc IP cung ang Wi IP trén: 203.113.188.6&n 203.113.188.94

Luu y: céc IP cung ang trong khan dudi NN va trén B.
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5.2.6.3.Dang 3

Vidu 5.14:
Hai host trén ring duoc ghi nkin dia cH IP nhr sau:
IP1: 170.204.138.2/255.255.192.0
IP2: 170.204.181.244/255.255.192.0
a/ hai IP1 va IP2 c6 cungang hay khéng?
b/ NN, B aia nang c6 IP1 va IP2?

Giai:
a/ Nhan dang lop: 128<170< 191
= LopB
SMD:  255.255.0.0
SM khac SMD
= Co0 chia mng con
S6 khé cHu 192 = 11]000000
= Muon 2 bit @ia octet y
IP1: 170.204.10|001010.2
IP2: 170.204.10[110101.224
SM: 255.255.11|000000.0
Phin network-id va subnet-idia IP1 va IP2 ging nhau
= IP1va IP2 cung ang con

b/ NN: 170.204.10|000000.0 = 170.204.128.0
B:  170.204.10|111111.255 =  170.204.191.255
5.2.6.4.Dang 4

Vi du 5.15:

Mot host trong nang dugc ghi ntéin dia ch IP: 171.154.86.55 /16
a/ Chia ndi mang con cé 1024 (host), c6 bao nhiéangn con, 8 host trong ri
mang?
b/ IP trén thdc mang con nao NN, B, SM?

Giai:
a/ Nhan dang lop: 128<171<191
= LopB
SMD: c6 16 bit
SMD = SM
= Chua chia mang con
2" — 2 =2046 >= 1024

Luu y: néu lay 10 bit: 2°— 2 = 1022 khéndaptng dé bai.

S6 bit phan host = 11
S bitmeon=16-11=5
=SS mang con = 2 -2 = 30 (mng)
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— S5 host trong it mang = 2 — 2 = 2046 (host)

b/ 171.154.01010|110.55
NN: 171.154.01010]000.0 = 171.154.80.0
B: 171.154.01010|111.255 =  171.154.87.255
SM: 255.255.11111(000.0 =  255.255.248.0
5.2.6.5.Dang 5
Vi du 5.16:

Mot host trén rang dugc ghi nkin dia ch IP: 169.150.144.56 / 16
Hay chia lam 1 nng c6 2*-2 (host) va 2 mng c6 2°— 2 (host)?

Giai:
Nhan dang lop: 128< 169< 191
= LopB
SMD c6 16 bit
SMD = SM
= Chua chia mng con
Chia mot mang c6 2% — 2 (host)
Sb bit phan host-id = 14
= Sb bit mron =16 — 14 =2
Muon 2 bit @ia octet y
= S5 bit phan host-id ¢a octety=8—-2=6
— Budc nhiy cua octet y: BNy= 2= 64

[IChia lam 2 net nlnsau:

Net0 NN: 169.150.0.0/18 Net 2 NN: 169.150.128.0/18
B: 169.150.63.255/18 B: 169.150.191.255/18

Net 1 NN: 169.150.64.0/18 Net3 NN: 169.150.192.0/18
B: 169.150.127.255/18 B: 169.150.255.255/18

Net 0 va Net 3 khongisdung, Vay c6 Net 1 va Net 2
Net 1 c6 2*- 2 (host) thadé bai

Chon Net 2 chia #ip tuc sao cho @i host c6 2°— 2 (host)
SH bit phan host-id = 13

= Sobitmron=14-13=1

Muon 1 bit dia octet y

S5 bit phan host-id @a octety=6-1=5

= BNy=2=32

(O0Chia lam 2 net ninsau:
Net 2.0 NN: 169.150.128.0/19 Net 2.1 NN: 169.150.160.0/19

B: 169.150.159.255/19 B: 169.150.191.255/19

— C6 2 net va i net c6 2°— 2 (host)
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Luu y: khi chia nlb mang con tr lan thir 2 try di khong b mang dau va
CUOI.

5.2.6.6.Dang 6

Hay gom cac IP sau thantbhmang
IP1: 10.35.245.31/11
IP2: 10.67.210.30/11
IP3:10.100.188.113/11

Giai:
Nhan dang I6p octet w = 10 (im trong kh@ng 1dén 126)
= Thuc lop A
SM=11£SMD =8
= Co0 chia mng con
= S bit mron cia octet x = 11 — 8 = 3 (bit)
IP1:10.@1|00011.245.31
IP2:10.00|00011.210.30
IP3:10.01]|00100.188.113
Subnet-id éa 3 IP khac nhau nén khaamg. Néu muwn 3 IP nay cung emg thi
phan network-id va subnet-id phgiéng nhau. pin gidng nhau Ia 10.0 ltc nay thon
muon 1 bit. Khidd chi cin sra lai SM cho cac IP 1a 255.128.0.0
IP1: 10.35.245.31/9
IP2:10.67.210.30/9
IP3:10.100.188.133/9
Ca 3 thubc mang 10.0.0.0/9

Luu v: bia cH IP aia 3 host khdngtéi, chi cin sra SM hi la 3 host
cung nmang Wi nhau.

5.3.1Pv6

5.3.1.CAu trlc cia IPv6
Toéng @ng 128 bit, 64 bittau 14 pHin network, 64 bit sau |a ph interface-id
OPHin networkdé xacdinh cac subnet, do ISP dwcéac 6 chic quan ly IANA gan.
Puoc chia la 2 phn:
« Site prefix gbng nhr network-id trong IPv4duoc ISP gan cho 6t site (M tri).
Vay cac may cung B site ¢ cung Site prefix @ag nhr chea chia nmang con).
« Subnet-id ghng nhr subnet-id trong IPv4, mé@ tac mng con bén trong.

Ointerface-id gbng dia cH host trong IPv4, ldia cH ngiu nhién dra vao 48 bit ¢a
dia cH MAC.
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Site prefix Subnet-id Interface-id

64 64

128
Hinh 5. 23 - Qiu trdc caa IPv6

OdChia 1a 8 nhom, Bi nhdm 2 byte, Bu dién bing 4 ky tr thap luc phan (& 0 dén F).
Ky phap khéng phan & hoa throng, cAch nhaudi diu hai clim. PHin cuwi chi radd
dai aia pl’ﬁn prefix. vi di; 2011:0ace:0000:0000:0000:1974:0000:7979/48
[OHai nguyén ic viét rat gon.
« Trong mdi nhom, c6 th bo cac $ 0 dung dau.
« Dugc phép thay (18t 1an duy ntit) mot day $ 0 lién tép thanh ::
V6i vi du trén, cé th viét thanh 2011.ace::1974:0:7979.

— Qace— ace

—0000:0000:0000- ::

— 0000— 0 (khéng th thay thanh ::, vitd dung nt 1an 1i).
032 bit cwi cua IPv6 & IPv4ddi véi cac thét bi teong thich IPv6 thi &chip nhin
cac goi tin IPv4.

Pé biéu dién cho IPv4: 192.168.1.100

0000:0000:0000:0000:0000:FFFF:C0A8:0164
C0=12*16+0*16 =192
A8=10*16 +8*16 = 168
01=0*16+1*16=1
64=6*16+4*16 = 100
C6 the viét gon thanh
..ffff:c0a8:0164 hac ::ffff:192.168.1.100

5.3.2.M{t sb dic diém

[JC6 128 bit khéng giadia ch la (340 1 ti ti ti)

228~ 340.000.000.000.000.000.000.000.000.000.000.000.00

OKhéng c6 khai réim IP private, khdngam oo thé NAT dé ra Internet @ng nhr
khéng tf¢ che du IP bén trong ang. Piéu nay han cké ki thuat fake IP @a hacker.
OC4u tracdon gian nén hat dong hiéu qua hon, tranhdugc tinh tang tran ngp goi
tin quang ba (broadcast storm).

OTuong thich i IPv4.

OHién nay IANA tuyén b hét IPv4, cac mdc da tién hanh chugn cac Kt ndi mang
I6n sang IPV6.
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5.3.3.Cac laai dia chi IPv6

5.3.3.1.Pbia chi Unicast
Dungdanh cho rit interface, 1a rot dia cH duy nHit trén mang. Géi tin mangtia

chi dich & Unicast théng qua route¥ dugc chuyén dén mot interface duy nft. Puoc
chiala 4 lai:

OLink-local: pram vi haat dong trong nét nhanh mng, khéngduoc dinh tuyén qua

router. DUNgdé giao tép cac may tinh trong cingdmmang. 10 bitdau ludn 1a

1111.1110.10, 54 bit sau la 0.

Nhu vay phan prefix ludn khéng thagioi: fe80::/64

Physical Address. . . . . . . . . = CH-AB-79-H1
Dhcp Enabled. . . . . . . . . . . : Mo
IF Addyes=. . . . . . . . . . . . = feBB:-:Cefe=192 168 121 12

Hinh 5. 24 - Unicast Link-local

O hinh 5.24, dungehh ping xaatinh dugc IPV6 link-local.
OSite-local: plam vi haat dong trong nét mang LAN,. gidng dia cH private trong
IPv4, khdngduoc dinh tuyén qua router. 10 bitau ludn la 1111.1110.11 54 bit sau 1a
subnet-id.
Frefix: fec0::/10
OGlobal: pram vi haat dong toan &u, gibng dia ch public trong IPv4. 3 bittau luén
la 001.

TLAID | Res NLA ID SLAID Interface ID
13 bits |8 bits 24 bits 16 bits 64 bits

Hinh 5. 25 - Giu triic Unicast Global

001

— TLA ID (Top Level Aggregation): xadinh nha cungap dich wi cao nlét.

— Res: clra sr dung.

— NLA ID (Next Level Aggregation): xadinh nha cungap dich w tiép theo.

— SLA ID (Site Level Aggregation): xatinh cac siteié tao cac subnet.
OUnique-local: 1atia cH dinh tuyén giira cac subnet trong LAN. 8 hifu tién luén c6
gia ti 1a 1111 11101, FDOO::/8. 40 bit saudga cH site, 16 bit #p theo ladia ch
subnet.

1111 1101 Global ID Subnet ID Interface ID
(8 bits) (40 bits) (16 bits) (64 bits)

+«—— Dinh tuyén gilrta ——» +«—— Cac host trong LAN ——

céc Site <«Dinh tuyén gitra »

cac LAN trong
) mot Site
Hinh 5. 26 - Gau trac dia chi Unique-local IPv6

5.3.3.2.Pbia chi Anycast
La dia cH duogc gén cho ot nhom thét bi,, khi gc')i,tin mangdia ch dich la
anycast ndé&dugc chuyen di theo @u tracdinh tuyen dén thiet bi gan nhat. bia cH nay
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khéng duoc gan chodia ch ngwn. Throng dia cH anycastduoc gan cho cac router
thuoc mot td chirc naodo.

bia cH anycast khdng cé khong gidia ch riéng ma khidia ch unicastduoc gan
ddng thyi cho nhéu thiét bi, né to thanhdia ch anycast.

vi du: ISP cung ép dich w phan gii tén mén cho khach hang. Khach hang ch
can nhy 1 dja cH caia DNS server va rhserver nay phan 4ji Nhung thrc chit ISP cé
rat nhiéu server va goi tin ngyi dung duoc dinh tuyén dén server gn nhit dé yéu du
phan gii tén.

5.3.3.3.Pia chi Multicast
La dia cH dé nhan dang mbt nhom cAc thit bi, né thay té chodia cH multicast
va broadcast trong IPv4. 8 kifu [a 1111 1111, FF00::/8, 4 bit sau la flags, 4tiéjp
theo la scope.
C6 it nhiéu dang dia cH multicast tly theo pim vi haat dong aia né: pam vi
node, plam vi link (subnet), plam vi site (LAN)...

5 hits 4 hits | 4 bits 80 hits 22 hits

1111 1111 | Flags |Scope 000...000 Group ID

Hinh 5. 27 - Giu trc dia chi Multicast IPv6
OFlags:
0000: Well-Known
0001: Transient
[JScope:
0001: Node-local
0010: Link-local
0101: Site-local
1000: Organization-local
1111: Global

5.3.3.4.Cacdia chi IPv6 twong thich véi IPv4

Pia cH twong thichduoc dinh nghia nlim muc dich chugn dbi tir IPv4 sang
IPv6, duoc xay drng tr IPv4.
— IPv4-compatible: 0:0:0:0:0:0:w.x.y.z hay ::w.X.y.z
vi du: ::192.168.1.1
— IPv4-Mapped: 0:0:0:0:0:FFFF:w.x.y.z hay ::FFFF:w.x.
vi du: :FFFF:192.168.1.1
— 6to4: IANA cip phéat nat prefix 2002::/16 danh riéng trong vudip cH c6 3
bit ¢au la 001 (vungiia cH unicast toan au). Bia cH nay dungdé chuyén doi
giao tép IPv4-IPv6 ft tién dung c6 tén gi 1a cong ngh tunnel 6to4, & dung
trong giao #p gitta hai node ang chy dong thvi ca hai thi tuc IPv4 va IPv6
trén @ s ha ting dinh tuyén IPv4.
Puoc hinh thanh ing cach gn prefix 2002::/16 &i 32 bit aia IPv4 (vét theo
dang hexa) 40 thanh prefix /48.
vi du: IPv4 14 192.168.1.1 chég thanh IPv6 1a 2002:C0A8:0101::/48
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Bang 5.4 - Tom tat IPv6

Pia cH Cau truc M6 &

Link-local /128 bia chH khong xacdinh dung trong th tuc
kiém tra tring dp dia cH link local

Link-local ::1/128 bia cH Loopback

Link-local Fe80::/10 bia cH chi duwgc dung trong it mang, trong
tu Apipa trong IPv4 (169.254.0.0/16)

Site-local Fc00::/7 Pia ch nay cé ti dung trong B thong lién
mang

Multicast Ff00::/8 Prefix ¢éadia cH multicast

IPv4 sffff:w.x.y.z/96 bia cH tuong thich IPv4-Mapped

IPv4 2002::/16 bia ch tuong thich 6to4

IPv4 IW.X.Y.z/96 bia ch tuong thich IPv4-Compatible

2001:db8::/32 bia ch dugc ar dung lam vi di trong céc ta

liéu vé IPv6

Global Cécdia ch IPv6 Pungdinh tuyén giita cac Site

con hi

5.3.3.5.Vi du tri én khai IPv6

)

4
PC-PT
FCO

IPv4: 102,168.1,2/24
IPvé: 2001:db3::2)32

IPw4: 102.168.1.3/24
IPva: 2001:dbS: 3032

IPvd: 102,168.1.1/24
IPvé: 2001:db3::1/32 |

2950-24
Switchi

IPw4: 102.168.1.4/24
IPva: 2001 :dbiS: 432

Mang 2001 :db3:: 32

F )
PC-PT
PC3

IPv4; 102.168.2.2/24
IPva: 2001:db9:: 2132

IPvd: 102,168.2.1)24
IPwa: 2001:db9:: 1132

21 _
outerd
/ PC-PT
4 PC4

IPv4: 102.168.2.3/24

2950-24 , , .
e \ IPv6: 2001:db9::3/32
1)

s
PC-PT
PCS

IPvd: 102.168.2.4/24
IPwa: 2001:db9::4)32

Mang 2001 :db9:: /32

Hinh 5. 28 - Trién khai IPv6 cho 2 mang
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5.4.Cau héi va bai tap
1. V& bang tom fic 316p IP A, B, C?
2. Hay néu cac khai ém: network-id, host-id, subnet-id, subnet mask,netibmask
default, broadcast?
3. Trinh bay cadia ch IP aia 3 bp A, B, C khéngiugc danh cho host?
4. V& bang tém &t IPv6?
5. Trinh bay khai rim dia cH private va public, € ché nao cho phép chéw doi gitra
hai chng dia ch?
6. V& hinh va trén khai mét mang V6i 5 doan mang dung IPV6.
7. Phan tich cau “Téi tly chia IP condn IP bon”, néi vay ding hay sai?
8. Mot host trén mang dugc ghi ntin IP: 10.76.67.125/8
a. Chia mang trén thanh 6 amg con lop 1€?
b. Cho bét s host trong rat mang?
c. IP trén thic mang nao, broadcast va subnet mask ©6?
9. Hai host trén nng dugc ghi ntin dia cH IP nhr sau
IP1:159.104.194.21
IP2: 159.104.187.22
SM: 255.255.224.0
a. HaiIP1 va IP2 cé cung ang hay khéng?
b. NN, B caa mang co IP1, IP2?
10.M6t host trén mang duoc ghi nkin IP nhr sau 129.154.130.55/16
a. Chia mdi mang con c6 i thiéu 1024 (host), c6 bao nhiéuany con, 8 host
trong ndi mang?
b. IP trén théc mang con nao NN, B, SM?
11.Tra loi cac cau hi sau:
a. bia ch IP ¢ l6p B c6 subnet mask la 255.255.255.224 C6 bao nhigig con
hop 1& va mdi mang c6 bao nhiéu host?
b. Cho bét subnet mask thie 16p B cho phép&mang con lop 1é trén 164 va &
host trong Mi mang trén 150.
c. Cho bét dia cH IP nao saday ladia cH IP aia lop C?
= 1111
= 200.1.1.1
= 128.128.128.128
= 2241.1.1
» 223.223.223.255
d. Gia ti cia octetdu tién @a I6p A ladoan nao?
12.Hay ghép cac IP satfly, sao cho cac host mang cac IP nay cuamggm
IP1: 178.226.42.44/22
IP2: 178.266.44.78/22
IP3: 178.266.35.82/22
IP4: 178.266.39.69/22
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